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1 Introduction
Welcome to the Rightside SRS. We know you would like to get started right away 
using the registry, and you should find everything you need to know in this guide.

For greater detail on using the Rightside SRS, refer to the Rightside Registry 
Guide.

NOTE: All pertinent documentation can be found on the Documentation page of 
the Registrar Web Portal.

1.1 How Signup Works
To register as a certified registrar for the Rightside SRS, you will need to com-
plete the following steps:

 l Visit the sign-up Web site
 Navigate to registrarsignup.rightside.co and fill in all fields. 

 l Complete the legal agreements
 The legal agreements you are required to complete depend on the services 

you choose to take advantage of. The single agreement that every registrar 
must complete is the Registry-Registrar Agreement (RRA). The Master Ser-
vices Agreement (MSA) provides access to the additional services provided 
by Rightside.

 l Select additional services
 Choose the added services you wish to register for, such as Price Cat-

egories and Domain Protected Mark List (DPML). Contact Customer Ser-
vice to select additional services and products.

 l Complete the technical testing
 You must successfully complete a series of basic EPP command tests to 

prove that your system can interface with the Rightside SRS.
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1 Introduction

1.2 Important Service Information
In order to use the Rightside SRS you need the addresses of the various ser-
vices. The production server URLs are listed in the following table.

Service Name URL

Registrar signup page registrarsignup.rightside.co
Registrar Web Portal registrarportal.rightside.co
EPP server epp.rightside.co
WHOIS service whois.rightside.co

 

Once you are signed up as a registrar with Rightside SRS you will obtain access 
to the Operations Testing & Evaluation (OT&E) environment, and will use the 
URLs in the following table to access these services.

OT&E Service Name URL

Registrar OT&E Customer Web 
Portal

registrarportal.ote.rightside.co

OT&E EPP Server epp.ote.rightside.co
OT&E WHOIS service whois.ote.rightside.co
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2 Signup Process
To gain access to the Rightside SRS for the sale of domains and other products, 
you must first complete our one-time signup process. The process requires that a 
legal representative of the registrar company provides all required information 
and submits the form. Once the information has been received, representatives of 
Rightside will approve the application and return the information you will need to 
login to the Registrar Web Portal.

2.1 Complete the Signup Form
The registrar signup form is located at http://signup.rightside.co.

NOTE: The signup form must be completed by someone who legally represents 
your registrar company for the purpose of entering into a legally binding contract.

Under Registrar Information, provide the information that describes your com-
pany. This should be the same information that you maintain with IANA as an 
ICANN-accredited registrar. 
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2 Signup Process

Under Authorized Registrar Administrator, enter the information that defines an 
administrative user account to use when managing your registrar account. This 
will be the primary administrative account and should be someone that can leg-
ally represent the registrar company. Other user accounts can be created later for 
the people who will perform the everyday administrative tasks.
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2 Signup Process

Under the EPP section of the signup form, you need to provide the basic inform-
ation that will enable your registrar company to submit Extensible Provisioning 
Protocol (EPP) transactions to the Rightside SRS. Under Subnets, provide Class-
less Inter-Domain Routing (CIDR) notation information for the IP subnets you will 
use to connect to the SRS.

NOTE: You are limited to a maximum of 64 IP addresses across all subnets.
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2 Signup Process

Under the OTE Configuration section, provide the subnets you will use to access 
the OT&E environment, and the common name for your SSL certificate. If you do 
not complete this section, we will assume that you intend to use the same subnets 
and certificate as you provided for the Production Configuration section.

The fourth step of the signup wizard is to digitally sign the legal agreements:
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2 Signup Process

The primary agreement that must be completed is the Registry-Registrar Agree-
ment (RRA). If you choose to have access to additional products and services, 
such as Price Categories and DPML, you must also complete the Master Ser-
vices Agreement (MSA). There may be additional agreements required for spe-
cific TLDs with special terms and conditions. You will be unable to subscribe to a 
TLD that has special terms and conditions until you have signed the appropriate 
agreement for that TLD.

When all fields are complete, enter the CAPTCHA code and click Submit.

After you have submitted your application, your information will be processed. 
Once your application is approved, you will receive instructions to login to the 
Customer Web Portal and configure your account.

2.2 Required Contacts
NOTE: This step should be completed the first time you log on to the Registrar 
Web Portal.
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2 Signup Process

When you configure your registrar account, you must provide the following con-
tacts:

 l Legal Representative
 This is the person who legally represents the registrar for the purpose of 

completing the signup process and can bind the company in the legal agree-
ments to become an authorized registrar.

 l Administrative Contact
 This is the contact that will be assigned primary administrative privileges for 

your registrar account.
 l Billing Contact
 This is the person who will be the first point of contact on billing issues with 

your company.
 l Technical Contact
 This is the person who would respond to technical support issues for your 

organization.

These contacts can be the same person, or you can specify a different person for 
each role.

2.3 User Roles
NOTE: This step should be completed the first time you log on to the Registrar 
Web Portal.

The  Registrar Web Portal provides two user roles to manage your registrar 
account:

 l Registrar User
 This user role can perform most functions, but is limited from changing 

account settings.
 l Registrar Senior User
 This is the administrator-level user role. The Senior User can perform all 

functions required to manage the registrar account.

The basic functions available to both roles is depicted in the following table:

Function Registrar User
Registrar 

Senior user

Add or modify registrar Web users  •
View registrar Web users • •
Create or modify domain, host, or contact 
objects

 •
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2 Signup Process

View domain, host, or contact objects • •
Edit notification contacts  •
View notification contacts • •
Modify registrar TLD and service subscriptions  •

2.4 Passwords
NOTE: This step should be completed the first time you log on to the Registrar 
Web Portal.

You must create a password for your registrar account and for your designated 
users to access the Registrar Web Portal. The password policy for the  Registrar 
Web Portal is summarized in the table below.

Policy Description

Password history 1 password remembered
Maximum password age 90 days
Minimum password length 8 characters
Must contain Upper case letter, lower case letter, and 

numbers
May contain ~ ! @ # $ % ^ & * ( ) _ - + = { } [ ] \ | : ; " ' < 

> , . ? /  )
Account lockout threshold 6 invalid attempts
Account lockout duration 30 minutes
Account lockout reset 30 minutes
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3 Testing and Technical 
Certification
Before your registrar account can be used to perform transactions in the Rightside 
SRS you must complete the technical certification tests. The tests assure that you 
can send and receive Extensible Provisioning Protocol (EPP) packets accurately.

The technical certification testing is a simple process of sending and receiving the 
specific EPP operations list in this section. You are required to complete these 
operations in the Operational Testing and Evaluation (OT&E) environment after 
notifying Rightside Support that you are beginning your test.

To perform technical certification testing:

 1. Contact Rightside Support to alert them that you are beginning your tech-
nical certification tests.

 2. Connect to the OT&E environment at epp.ote.rightside.co.
 3. Perform the EPP operations listed in this section.
 4. Notify Rightside Support that you have completed testing.

Once the results have been verified as correct, you will be notified by email and 
your account will be activated for use in the production environment.

3.1 Required Tests
To complete the technical certification, each registrar is required to use the 
Extensible Provisioning Protocol (EPP) to perform the transactions listed in the 
procedures below. All registrars are required to complete the steps in the first pro-
cedure and the final procedure (logoff). If you plan to subscribe to the full suite of 
features provided by the Rightside registry you must complete all of the pro-
cedures listed below.

Tests are organized in such a way that all of the required EPP transactions are 
performed. Once these test are successfully completed, the registrar is technically 
certified for the Rightside SRS platform, and won't be required to pass further tech-
nical certifications unless there is a specific requirement for a new TLD or service.
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3 Testing and Technical Certification

Customer Service will provide test strings for use with the Premium Domains in 
the Price Categories test. You should obtain a test SMD file from ICANN to use 
with the DPML test at http://newgtlds.icann.org/en/about/trademark-clear-
inghouse#smd-testing.

NOTE: Complete the following procedures in the standard OT&E environment.

 

All registrars complete these steps:

 1. Start two EPP OT&E sessions. Connect to epp.unitedtld.com, port 700, and 
log on with your credentials:

 a. Use the credentials for OT&E1 for session 1
 b. Use the credentials for OT&E2 for session 2

 2. Select a domain name for testing. Using session 1, perform a CHECK com-
mand on fictitious domain name(s) until you receive a domain available 
response. Use the available name for the following steps.

 3. CREATE the Domain name using the CREATE command. The term of 
registration should be two years.

 4. Using session 2, perform an INFO command on the newly created domain 
using the AUTHINFO code populated in Step 3 to get INFO results.

 5. Initiate a TRANSFER domain command using session 2.
 6. Approve the TRANSFER using session 1.
 7. CHECK a domain name that is subject to claims (using the labels provided 

by Customer Service when you initiated testing).
 8. CREATE a domain name that is subject to claims.

 

If you will subscribe to DPML and Price Categories, you must also complete 
these steps:

 1. Using session 1, Perform a CHECK command on a Premium name from the 
list provided by Customer Service.

 2. Create that domain name using the CREATE command. The term of regis-
tration should be one year.

 3. Using session 2 perform the INFO command using the AUTHINFO code 
used when creating the name in Step 2.

 4. Initiate a TRANSFER of the domain name using session 2.
 5. Approve the transfer using session 1.
 6. In session 1, CREATE a DPML Block such as Regis-

trarNameblocked.dpml.pub (where RegistrarName is your organization 
name).
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3 Testing and Technical Certification

 7. Perform a DPML Block Override with a domain name that conflicts with the 
DPML Block. Use the test SMD you used to create the DPML Block to over-
ride.

 

Disconnect your sessions:

 l Exit both sessions by running the logout command.

3.2 Test Logs
Once you have completed testing, contact Customer Support and provide the 
information below in order to complete Technical Certification. Record the fol-
lowing information during your tests and provide to Customer Support:

Basic Products

 l name of the domain submitted as a Sunrise application
 l Application ID of the domain submitted as a Sunrise application
 l Name of the domain submitted as a Landrush application
 l Application ID of the domain submitted as a Landrush application
 l Name of the domain submitted as a domain name registration
 l Name of the domain transferred
 l Name of the domain that is subject to Claims

 

DPML and Price Categories

 l Name of the domain submitted as a Premium Domain name registration
 l DPML blocked name
 l DPML blocked name that was overridden
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4 Registrar Reports
The reports available to you through the Customer Web Portal provide visibility 
into your account activity with the Rightside SRS. These reports are available for 
download to registrar users with sufficient permissions.

Most of the reports are delivered in comma-delimited format for easy import into 
spreadsheets or databases. 

NOTE: All reports are removed from the server after 90 days.

NOTE: The reports are compressed in Gzip format to save disk space and you 
will need a compression utility that works with .gz files to decompress them.

In this section:
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4.1 Report Delivery 14

4.2 Daily Reports 15

4.3 Finance Reports 18

4.4 Weekly Reports 19

4.5 Common Reports 20

4.6 Reporting API 21

4.1 Report Delivery
All Registrar reports are made available through the Registrar Web Portal. The 
reports are restricted so that you can only view the reports for your registrar organ-
ization and for no other registrar. When you log in to your registrar account in the 
Registrar Web Portal, you can access your registrar reports through the left-hand 
navigation menu.

NOTE: Reports are automatically emailed to your notification contact. If delivery 
to the notification contact fails, the reports will still be available in the Registrar 
Web Portal.

To access your registrar reports:
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4 Registrar Reports

 1. In the Navigation pane, expand Reports
 2. Click View Registrar Reports
 3. Select the type of report
 4. Open the desired report

 

4.2 Daily Reports
The daily reports reflect activity for your registrar organization within a specific 
day. The reports are typically compiled each morning and are listed by report 
name and date within the folder hierarchy.

The reports within the Daily folder include:

 l auto-renewals
 Contains the list of auto-renewal domains for a specified day. The reports 

are generated the following morning. The report is a comma-delimited file 
containing the following fields:

 l TLD
 l DomainName
 l TransactionDateTime
 l DomainROID
 l CreationDate
 l ExpiryDate

 l daily-financial-transaction
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 Contains the list of financial transactions for a specified day. The report is 
generated the following morning. The report is a comma-delimited file con-
taining the following fields:

 l TLD
 l ObjectName
 l ObjectType
 l ROID
 l ServerTransactionID
 l Timestamp
 l Action
 l Period
 l Amount
 l ReversedTransactionID

 l gaining-transfers
 Contains the list of domain gaining transfer operations for a specified day. 

The reports are generated the following morning. The report is a comma-
delimited file containing the following fields:

 l TLD
 l DomainName
 l TransferRequestDate
 l Operation
 l TransferAckNackDate
 l GainingRegistrarId
 l GainingRegistrarName
 l LosingRegistrarName

 l grace-period-delete-summary
 Contains a summary of the deletes during the grace period for the previous 

calendar month up to the date of the report. The report is a comma-delimited 
file containing the following fields:

 l TLD
 l Year
 l MonthNumber
 l GrossAdds
 l DeletesDuringAddGrace
 l NetAdds
 l PercentOfGracePeriodDeletes

 l launch-applications
 Contains a summary of launch applications for the previous month up to the 

date of the report. The report is a comma-delimited file containing the fol-
lowing fields:
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4 Registrar Reports

 l Application Date
 l Type
 l Domain Name
 l TLD
 l Status
 l Last Updated
 l Application ID
 l ROID
 l Application Fee

 l losing-transfers
 Contains the list of losing transfer operations for a specified day. The reports 

are generated the following morning. The report is a comma-delimited file 
containing the following fields:

 l TLD
 l GainingRegistrarId
 l GainingRegistrarName
 l DomainName
 l LosingRegistrarName
 l TransferRequestDate
 l Operation
 l TransferAckNackDate

 l redemption-grace-period
 Contains a list of all of the registrar's domains that are in the RGP period. 

The report is a comma-delimited file containing the following fields:
 l TLD
 l DomainName
 l ROID
 l DateOfDeletion
 l EndOfRgpPeriod

 l registry-transactions
 Contains a list of transform operations against hosts and domain names for 

a specified day. For domain objects, this report will contain one row per del-
egate host associated with the domain after the operation, with the host 
names in the RelatedObjectName field. For domains without host records, 
only a single row will be returned with an empty RelatedObjectName field. 
The report is a comma-delimited file containing the following fields:

 l TLD
 l ServerTransactionID
 l OperationCode
 l ObjectName
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4 Registrar Reports

 l RelatedObjectName
 l TransactionDate

4.3 Finance Reports
Finance reports are generated on a monthly basis after the month has passed. 
The reports pass through a review and approval process before being published 
within a day of the close of each month. 

Unlike the other report types, Finance reports are listed in a single folder.

The Finance reports include:

 l account activity
 The account activity report contains a summary of each type of transaction 

for the registrar account during the previous month. The report is an item-
ized list of transactions, but does not include your account deposits. The 
Invoice report is produced as a PDF file.

 l statement of account activity
 The Statement report contains a summary of financial information for your 

account over the previous month:
 l Closing balance of the previous month
 l Any balance adjustments
 l Invoice total (should be one invoice)
 l Closing balance for the registrar account

 The Statement is produced as a PDF file.
 l transactions
 The Financial Transaction report contains a list of all transactions that were 

summarized in the Financial Invoice report. The report is a comma-delimited 
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file containing the following fields:
 l TLD
 l Object Name
 l Object Type
 l ROID
 l Server Transaction ID
 l Timestamp
 l Action
 l Period
 l Amount
 l Reversed Transaction ID

  

4.4 Weekly Reports
The weekly reports reflect activity that affects your registrar account over the span 
of a specific week. The reports are listed within their associated folders by name 
and report date

The weekly reports folder includes the following report folders:

 l domains
 Contains an inventory list of all domain names and delegate host pairs for 

the domain names sponsored by the publisher at the time of the report. The 
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4 Registrar Reports

report is a comma-delimited file containing the following fields:
 l Domain name
 l Host name
 l Last updated date
 l Created date
 l Expiry Date
 l Domain ROID

 l nameservers
 Contains a list of all domain names / IP address pairs sponsored by the 

registrar at the time of the report. Report is a comma-delimited file con-
taining the following fields:

 l Host name
 l Host IP
 l Created date
 l Last updated date
 l Host ROID

  

4.5 Common Reports
The Common Reports are generated once  and then shared with all registrars. 
The reports do not contain any registrar-specific information, and are intended to 
provide equal access to information such as domain names that will soon be avail-
able pending delete, and the domains that are listed as premium domains in the 
Price Categories product.

The Common Reports folder contains the reports that are available to all regis-
trars simultaneously in the following folder structure:

 l Year
 l Daily

 l Pending Delete
 This report is generated daily and contains the list of all domains 

in the registry that are pending deletion. The Pending Delete 
report is a comma-delimited file containing the following fields:

 l TLD
 l DomainName
 l DeletionDate
 l ROID
 l SponsorCLID
 l LastUpdatedDate
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 l Monthly
 l Price Categories Domains
 This report is generated monthly and contains the complete list 

of premium domains that can be accessed through the Price Cat-
egories product. The report is a comma-delimited file containing 
the following fields:

 l TLD
 l DomainName
 l CategoryName
 l DomainCreatePrice
 l DomainRenewPrice
 l DomainTransferPrice
 l DomainRestorePrice

 

 

 

4.6 Reporting API
The Reporting API provides a mechanism for you to automate the retrieval of 
SRS reports.

In this section:

4.6.1 Authentication 21

4.6.2 GET /reports/{path} 23

4.6.3 GET /reports(/{path}) 24

4.6.1 Authentication

Before you can use the Reporting API, you must create an SRS user account that 
will be used for authentication, as shown in the following graphic.
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4 Registrar Reports

To create a user for Reporting API authentication:

 1. Under the Registrar menu, click API.
 2. Under API Credentials, enter the user name, the password, and confirm the 

password.
 3. Under Admin Support, enter some text in the comments to describe who cre-

ated the account for auditing purposes.
 4. In Calling User, select your registrar user account.
 5. Click Create.

 

The API service will use basic authentication as part of the command to authen-
ticate the user. The client will be required to supply the Authorization header with 
the encoding API user name and password. If the credentials are not supplied or 
incorrect, the service will return a 401 Unauthorized error.

Example PRODUCTION

GET https://registryapi.rightside.co/reports HTTP/1.1
Host: registryapi.rightside.co
Authorization: Basic dXNlcm5hbWU6cGFzc3dvcmQ=
 

- 22 -



4 Registrar Reports

Example OT&E

GET https://registryapi.rightside.co/reports HTTP/1.1
Host: registryapi.ote.rightside.co
Authorization: Basic dXNlcm5hbWU6cGFzc3dvcmQ=

4.6.2 GET /reports/{path}

This command retrieves the reports for a registrar. The Content Type and Content 
Encoding values will be automatically set for the report types being retrieved.

Report Types

File Type Content Type Content Encoding

PDF application/pdf  
csv.gz text/csv gzip

Request

GET /reports/{path}

The path is optional. The default is to return all reports the registrar account has 
access to, but adding the path lets you select a subset of reports to deliver.

Example Commands:

To retrieve all domain reports:

GET /reports/2013/Weekly/domains/

 

To retrieve the pendingDelete-07.23.13.csv report:

GET /reports/Common/Pending%20Deletes/pendingDelete-07.23.13.csv

 

Returns

All report files available to the registrar, or the subset defined by the path argu-
ment, are returned.

 

Example Returns:

JSON :

the GET /reports command might have a return similar to:

[
{"url": "http://registryapi.rightside.co/reports/Common/2014/daily/pending-delete/pending-
delete-20140422.csv.gz"},

- 23 -



4 Registrar Reports

{"url": "http://registryapi.rightside.co/reports/Common/2014/daily/price-category-
domains/price-category-domains-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2013/weekly/domains/domains-
20131228.csv"},
{"url": "http://registryapi.rightside.co/reports/2013/weekly/nameservers/nameservers-
20131228.csv"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/auto-renewals/auto-renewals-
20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/daily-financial-transaction/daily-
financial-transaction-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/gaining-transfers/gaining-
transfers-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/grace-period-delete-
summary/grace-period-delete-summary-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/launch-applications/launch-
applications-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/losing-transfers/losing-transfers-
20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/redemption-grace-
period/redemption-grace-period-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/daily/registry-transactions/registry-
transactions-20140422.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/weekly/domains/domains-
20140419.csv.gz"},
{"url": "http://registryapi.rightside.co/reports/2014/weekly/nameservers/nameservers-
20140419.csv.gz"}
]

 

Raw format:

An example of data returned in raw format:

2014-04-23T08:00:04.050Z
"TLD","DomainName","DeletionDate","ROID","SponsorCLID","LastUpdatedDate"
"sampletld","sampledomainname.sampletld","2014-04-
27T12:05:17Z","94691a462f914dae93d5535f4666d842-D","SampleRegistrar","2014-04-
22T12:05:32.327Z"

4.6.3 GET /reports(/{path})

Use this command to retrieve the metadata for the reports available to a registrar 
account. Returns a list of files and paths for all reports available to the registrar, or 
by including the path argument a sublist of metadata.

By default, the information is returned as JSON. You MAY supply an Accept 
header of application/xml or text/xml to request the data be returned as XML.

Request
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4 Registrar Reports

GET /reports(/{path})

 

Examples

GET /reports

 

GET /reports/Common

 

GET /reports/2013

 

GET /reports/2013/Weekly

 
Returns

The metadata for the path selected is returned. By default the metadata for all 
reports is returned in JSON.

[
   { "url": "https://localhost/reports/path/to/report/1.csv.gz" },
   { "url": "https://localhost/reports/path/to/report/2.pdf" }
]
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5 Using the Web Portal
The Rightside Registrar Web Portal (registrarportal.rightside.co) provides a 
simple Web-based interface to manage your registrar account and perform single 
EPP transactions. You can perform tasks such as adding authorized users, and 
setting passwords for your administrative users. EPP operations provide the 
same functionality that you have when using an EPP client to submit bulk oper-
ations.

The tools available when you sign in will depend on your individual permissions, 
and some commands described here may not be visible as a result.

5.1 Login to the Registrar Web Portal
To log in to the Registrar Web Portal, open a browser window and type the 
address registrarportal.rightside.co.

When the login window appears, enter your user name and password. 
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5 Using the Web Portal

After logging in, you are directed automatically to a landing page containing the 
Registrar Web Portal Actions menu, which is divided into areas devoted to 
Domains, Contacts, Hosts, Domain Transfer, Price Category, Registrar, Users, 
Profile, Reports, and Documents. The landing page displays the status of your 
registrar account. You will also find links to new TLDs that you can choose to sell 
to your customers.

 

5.2 Finding Documentation

The Registrar Web Portal includes a Documentation page where you can view 
and download all relevant documentation for the Rightside Registry SRS. To loc-
ate the Documentation page:

 1. Under Documents, click View Documents
 2. Use the list of navigation links at the top of the page to jump directly to the 

section containing the type of documents you need.
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5.3 Domain Actions
You can perform any EPP operation through the Registrar Web Portal, just as you 
would through an EPP session, using the commands in the Domain Actions 
Menu, shown below.
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In this section:

5.3.1 Check Domain 30

5.3.2 Create Domain 30

5.3.3 Info Domain 31

5.3.4 Delete Domain 32

5.3.5 Update Domain 33

5.3.6 Renew Domain 33

5.3.7 Restore Domain 34

5.3.8 Restore Report 35
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5.3.1 Check Domain

This command is equivalent to performing an EPP <check> transaction to determ-
ine the existence of a domain object in the Rightside SRS database.

To use the Check Domain command:

 1. In the Domain Name box, type the name to be checked. Use the format 
SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. Click Check. The results will be displayed below the controls.

5.3.2 Create Domain

This command is equivalent to using the EPP <create> transaction to create a 
domain object in the Rightside SRS database.

To create a domain:

 1. Under the General Information section, in Domain Name, type the desired 
domain name using the format SecondLevelDomain.TopLevelDomain, 
such as example.tld. If you enter a name that requires an Internationalized 
Domain Name (IDN) select the appropriate language.

 2. Under the Registration Period section, use the slider to select the number of 
years to register the domain name.
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 3. Under the Contacts section, select the contact for each role. You can enter a 
known contact using their EPP contact ID number, or you can click New 
Contact to create a new contact.

 4. OPTIONAL Under DNS Servers, enter a DNS server by fully qualified 
domain name. To add more than one DNS server, click Another to open an 
additional field.

 5. Under the DNSSec section, enter your DNSSec information in the appro-
priate fields.

 6. Click Register.
 

To create a new contact:
 1. Click New Contact.
 2. Complete all fields.
 3. Record the Contact ID. You can use this number for the remaining contacts 

if the same person will fulfill all contact roles.
 4. Click OK.

5.3.3 Info Domain

This command is equivalent to using the EPP <info> transaction to return inform-
ation relating to a single domain object in the Rightside SRS database.
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To check the information for an existing domain:

 1. In Domain Name, type the name of the domain object to be queried. Use the 
format SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. Check Include Application to include domains that are still in application 
status.

 3. Check Include DPML to include DPML registrations in the results.
 4. Click Search.

5.3.4 Delete Domain

This command is equivalent to using the EPP <delete> transaction to remove a 
domain object from the Rightside SRS database.

To delete a domain object:
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 1. In Domain Name, type the domain name to be deleted. Use the format 
SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. Click Delete.

5.3.5 Update Domain

This command is equivalent to using the EPP <update> transaction to modify an 
existing domain object in the Rightside SRS database.

To update a domain:

 1. In Domain Name, type the name of the domain to be modified. Use the 
format SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. Click Search. 
 3. Enter the new information to add to the domain object. You can modify con-

tacts, DNS servers, and DNSSec information.

5.3.6 Renew Domain

This command is equivalent to using the EPP <renew> transaction to extend the 
registration period of a domain object in the Rightside SRS database.
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To renew a domain:

 1. In Domain Name, type the name of the domain object to be extended. Use 
the format SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. In Current Expiry Date, type the date at which the domain registration will 
expire. Use the YYYY-MM-DD format.

 3. In Period, type the number of years to extend the registration. Enter a num-
ber from 1 to 10.

 4. Click Renew.

5.3.7 Restore Domain

This command is equivalent to using the EPP <restore> transaction to undo the 
deletion of a domain object from the Rightside SRS database.
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To restore a domain:

 1. In Domain Name, type the name of the domain to be restored. Use the 
format SecondLevelDomain.TopLevelDomain, such as example.tld.

 2. Click Restore.
NOTE: There is an additional charge for restoring a domain that has been pre-
viously deleted.

5.3.8 Restore Report

This command creates a restore report to justify the restore of a deleted domain. 
This operation should be completed when requesting a restore operation. All 
fields are required.

To create a restore report:

 1. Complete all fields.
 2. Click Restore.

5.4 Contact Actions
The Contacts Action Menu lets you perform any contact transaction that you could 
perform through EPP.
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NOTE: It is impossible to create or modify a contact object if the address for the 
contact contains a country code currently listed in the US Government OFAC list. 
This list currently blocks Cuba (CU), Iran (IR), Iraq (IQ), and Sudan (SD). Any 
action on a contact containing one of these country codes will result in a failure 
and an error message.

In this section:

5.4.1 Check Contact 37

5.4.2 Create Contact 37

5.4.3 Info Contact 39

5.4.4 Update Contact 39

5.4.5 Delete Contact 40
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5.4.1 Check Contact

This command is equivalent to using the EPP <check> transaction to query the 
existence of a contact object in the Rightside SRS database.

To check a contact name:

 1. In Contact ID, type the name or contact ID to be queried.
 2. Click Check.

5.4.2 Create Contact

This command is equivalent to using the EPP <create> transaction to add a con-
tact object to the Rightside SRS database.
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NOTE: Rightside requires that you create contacts for the billing, admin, and tech-
nical roles. A single contact can be used for all of the required roles.

To create a new contact:

 1. Complete all fields.
 2. Click Create.

 

The Contact ID will allow the following list of characters:

 l Lower case: a through z
 l Upper case: A through Z
 l Numeric: 0 through 9
 l Other: .,&#()_'~`!@$%^*+={}[]|:;<>?/\"-

 

NOTE: Contact IDs will be case insensitive, which means that the following con-
tact IDs would be treated as the same contact id by the system: “abc_def” and 
“ABC_DEF”.

Contact IDs should be from a minimum of 3 to a maximum of 16 characters.
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5.4.3 Info Contact

This command is equivalent to using the EPP <info> transaction to return inform-
ation on a specific contact object in the Rightside SRS database.

To view a contact:

 1. In Contact ID, type the identifier of the contact to be queried.
 2. Click Search.

5.4.4 Update Contact

This commnad is equivalent to using the EPP <update> transaction to modify an 
existing contact object in the Rightside SRS database.
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Once the contact has been located, use the Edit Contact window to modify the 
contact information.

To edit a contact:

 1. In Contact ID, type the identifier of the contact to be modified.
 2. Click Search.
 3. Add or change the information to be modified.
 4. Click Update.

5.4.5 Delete Contact

This command is equivalent to using the EPP <delete> transaction to remove an 
existing contact object from the Rightside SRS database.

To delete a contact:

 1. In Contact ID, type the identifier of the contact object to delete.
 2. Click Delete.

5.5 Host Actions
The Hosts Action Menu lets you perform any transaction that you could perform 
using EPP.
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In this section:

5.5.1 Check Host 41

5.5.2 Create Host 42

5.5.3 Update Host 43

5.5.4 Info Host 43

5.5.5 Info Host by IP 44

5.5.6 Delete Host 45

5.5.1 Check Host

This command is equivalent to using the EPP <check> transaction to determine if 
a host object exists in the Rightside SRS database.
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To check a host:

 1. In Host Name, type the fully qualified domain name of the host to be 
checked.

 2. Click Check.

5.5.2 Create Host

This command is equivalent to using the EPP <create> transaction to make a 
new host object in the Rightside SRS database.

To create a host:

 1. In Host Name, type the name of the host to create.
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 2. Under DNS Servers, type the name or IP address of the DNS server to add. 
Click Add to add the address. You can remove a name or address from the 
list by highlighting it and clicking Remove.

 3. Click Create.

5.5.3 Update Host

This command is equivalent to using the EPP <update> transaction to modify an 
existing host object in the Rightside SRS database.

To edit a host:

 1. In Host Name, type the fully qualified domain name of the host to modify.
 2. Click Search.
 3. Add or remove DNS server addresses.
 4. Click Update.

5.5.4 Info Host

This command is equivalent to using the EPP <info> transaction to return inform-
ation about a specific host object in the Rightside SRS database.
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To view a host:

 1. In Host Name, type the fully qualified domain name of the host to view.
 2. Select Only display first 100 Hosted Domains to limit the returned inform-

ation to the first 100 domains associated with the host if it is a name server.
 3. Click Search.

5.5.5 Info Host by IP

This command is equivalent to using the EPP <info> transaction to return inform-
ation about a specific host in the Rightside SRS database, located by the host's 
IP address.

To view a host by IP:
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 1. In IP Address, type the IP address of the host to view.
 2. Click Search.

5.5.6 Delete Host

This command is equivalent to using the EPP <delete> trtansaction to remove an 
existing host object from the Rightside SRS database.

To delete a host:

 1. In Host Name, type the fully qualified domain name of the host to delete.
 2. Click Delete.

5.6 Domain Transfer Actions
The Domain Transfer Actions Menu lets you perform any domain transfer trans-
action that you could perform using EPP. 
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In this section:

5.6.1 Query Transfer 46

5.6.2 Request Transfer 47

5.6.3 Cancel Transfer 48

5.6.4 Approve Transfer 48

5.6.5 Reject Transfer 49

5.6.1 Query Transfer

This command is equivalent to using the EPP <transfer> transaction with a query 
operator to determine the status of a domain transfer in the Rightside SRS data-
base.
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To query a domain transfer:

 1. In Domain Name, type the domain name. Use the format Secon-
dLevelDomain.TopLevelDomain, such as example.tld.

 2. In Auth Info, type the authorization code for the transfer.
 3. Click Transfer.

5.6.2 Request Transfer

This command is equivalent to using the EPP <transfer> transaction to begin a 
transfer of domain sponsorship within the Rightside SRS database.

To request a domain transfer:

 1. In Domain Name, type the name of the domain to transfer.
 2. In Auth Info, type the authorization information.
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 3. Click Request.

5.6.3 Cancel Transfer

This command is equivalent to using the EPP <transfer> transaction to cancel a 
domain transfer request. This operation is only valid if the transfer has not been 
completed.

To cancel a domain transfer:

 1. In Domain Name, type the name of the domain being transferred.
 2. In Auth Info, type the authorization information.
 3. Click Cancel.

5.6.4 Approve Transfer

This command is equivalent to using the EPP <transfer> transaction to approve a 
pending transfer of domain sponsorship in the Rightside SRS database.
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To approve a domain transfer:

 1. In Domain Name, type the name of the domain being transferred.
 2. In Auth Info, type the authorization code for the transfer.
 3. Click Approve.

5.6.5 Reject Transfer

This command is equivalent to using the EPP <transfer> transaction to reject a 
pending transfer of domain sponsorship in the Rightside SRS database.

To reject a transfer:

 1. In Domain Name, type the name of the domain pending transfer.
 2. In Auth Info, type the authorization code.
 3. Click Reject.
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5.7 Registrar Actions
The Registrar Action Menu lets you manage your registrar account contacts and 
thresholds.

In this section:

5.7.1 View Registrar Account 51

5.7.2 View Subscriptions 53

5.7.3 View Thresholds 53

5.7.4 Edit Registrar Subscriptions 53
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5.7.5 Create Notification Contact 55

5.7.6 View Notification Contacts 56

5.7.7 Registrar Credentials info 57

5.7.1 View Registrar Account

This page lets you view the current information associated with your registrar 
account. The display is broken into sections:

The General Information section displays the fields that describe your registrar 
business and contact information. It also displays the current account balance.

The Primary Email Address section display the email address that is listed as the 
primary contact for your registrar. This is also the email address that will be dis-
played in WHOIS results.

The EPP Information section displays the IP subnets from which you will access 
the EPP services, and the SSL certificate common names for the certificates used 
to secure the EPP sessions.
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The Address & Phone Details section displays the physical address and phone 
numbers for your business.

The Audit Info section displays the audit details for the creation and modification 
of your registrar account.
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5.7.2 View Subscriptions

This command displays the subscribed services and TLDs that your organization 
is currently signed up to provide.

 

5.7.3 View Thresholds

The View Thresholds command lets you review the current threshold settings for 
your registrar account.

Contact Support if you need to adjust the threshold settings or add funds to your 
account.

5.7.4 Edit Registrar Subscriptions

The Edit Subscriptions page lets you add or remove TLD and feature sub-
scriptions. The page is separated into the following sections:
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 l Additional Services
 This section adds or removes the Price Category and DPML features.

 l TLD Selection
 This section lists all of the available TLD and displays their current phase.

 l Restricted TLDs
 This section lists the TLDs that require additional legal agreements or other 

qualifications.

To Modify your subscriptions:

 1. Under the Registrar menu, click Edit Subscriptions.
 2. Under Additional Services, check the boxes beside the services you want 

to add, or clear the check mark from services you want to remove.

NOTE: Once you submit your selections you cannot remove subscriptions 
using this page. Instead, to remove features or TLD subscriptions you must 
contact Customer Service.

 3. Under TLD Selection, check the boxes beside the TLDs to which you want 
to subscribe, clear the check marks from those you want to remove. You can 
also check Select All to select all of the TLDs in one step.

NOTE: Once you submit your selections you cannot remove subscriptions 
using this page. Instead, to remove features or TLD subscriptions you must 
contact Customer Service.

- 54 -



5 Using the Web Portal

 4. Under Restricted TLDs, check the TLDs to subscribe to or clear the TLDs to 
remove.

NOTE: Once you submit your selections you cannot remove subscriptions 
using this page. Instead, to remove features or TLD subscriptions you must 
contact Customer Service.

NOTE: Subscription to a restricted TLD is not complete until you have 
signed any additional required agreements and your application has been 
approved.

 5. Under Audit Information, enter some text in the Comments field to describe 
the transaction for auditing purposes.

 6. Click Submit.

5.7.5 Create Notification Contact

Notification contacts are the people in your registrar business that are responsible 
for specific areas of contacts, such as billing, administrative, and technical.

The General Information section contains fields for first and last name and check 
boxes that describe the areas of responsibility for this contact.

The Address & Phone Details section contains the contact's physical address 
and telephone numbers. 
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The Primary Email Address section contains the email address to be used as the 
primary address associated with this contact.

To create a notification contact:

 1. Under General Information, type the first name and last name of the contact.
 2. Check the boxes that describe the areas of responsibility for the contact.
 3. Under Address & Phone Details, enter the contact's physical address and 

phone numbers.
 4. Check Email to receive poll messages by email.
 5. Under Primary Email Address, type the email address to associate with this 

contact.

5.7.6 View Notification Contacts

This page displays the notification contacts associated with your registrar 
account. You can edit a notification contact from this page by clicking the Edit link 
beside the contact.
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5.7.7 Registrar Credentials info

The Registrar Credentials page lets you easily view and modify the credentials 
for your registrar login accounts. The initial view display the current registrar 
accounts, and lets you create a new registrar credential set by clicking Create 
New.
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To modify existing credentials:

 1. Under the Registrar menu, click Registrar Credentials info.
 2. Under Credential ID, click the ID you want to modify.
 3. In Password, enter the new password. Type the same password again in 

Confirm Password.
 4. In Comments, enter some text to describe the transaction for auditing pur-

poses.
 5. Click Update.

 

To create a new registrar login credential:
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 1. Under the Registrar menu, click Registrar Credentials info.
 2. Click Create New.
 3. In Registrar Client ID, enter a user name.
 4. In Password, enter the new password. Type the same password again in 

Confirm Password.
 5. In Comments, enter some text to describe the transaction for auditing pur-

poses.
 6. Click Update.

5.8 Users Action Menu
The Users Action Menu lets you manage the designated users for your registrar 
account.
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In this section:

5.8.1 Create Registrar Users 60

5.8.2 View Registrar Users 61

5.8.3 Search Registrar Users 62

5.8.1 Create Registrar Users

Use this command to create user accounts within the Rightside SRS for your 
administrators. These user accounts provide access to registrar functions.
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To create a user account:

 1. Enter the information for all fields.
 2. In Security Phrase, type a phrase to be used when resetting the password.
 3. In Status, select a status for the account.
 4. Under System Groups, check each group the account should belong to.
 5. Click Create.

Once the user is successfully create, a temporary password will be emailed to the 
address provided for the user.

5.8.2 View Registrar Users

Use this command to display all user accounts for your registrar account.
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To edit information for a user:

 1. Locate the user account to modify.
 2. Click Edit.
 3. Modify the account information. You can change any information except the 

username and the audit information.
 4. Click Update.

5.8.3 Search Registrar Users

To quickly locate a specific user account within the accounts for your registrar, 
use the Search Users page. You can search the user accounts by logon name or 
last name.

To search for a user:

 1. In Search for, type a search string. This string can be an exact name or a por-
tion of a name.

 2. Select whether the search should be by last name or logon name.

- 62 -



5 Using the Web Portal

 3. If you are searching by the exact name and want to narrow the results, 
check Exact Match.

 4. Change the filter and sort options to refine the results.
 5. Click Search.

You can click Edit in the search results to modify the user account if you want to 
make changes to the user.

5.9 View and Edit Profile
This command lets you view and modify the information associated with your own 
user account.

To view and edit your profile:

 1. Click View and Edit Profile.
 2. Modify personal contact information.
 3. Click Update.
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You can view and edit your own personal contact information, but cannot change 
the username, status, or audit information.

To change your account password:

 1. Under the Profile menu, click Change Password.
 2. In Current Password, type your password.
 3. In New Password, type the desired new password.
 4. In Confirm Password, type the new password again to confirm.
 5. Click Update.

Once your password is changed, you will receive an email confirmation.
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The EPP server is intended to be accessed only by accredited registrars. Your 
first administrative user account will be provided when you signup, and you can 
create additional accounts using the Registrar Web Portal.  

The Rightside SRS EPP Server is compliant with all standard Request for Com-
ment documents (RFCs). 

As part of the setup process, a registrar must enter the common name listed in the 
certificate it intends to use for authentication within the system. The registrar will 
also need to state the IP subnet range from which its connections will originate. 
This data is entered via the Signup Portal during registrar setup. 

Registrar certificates need to be signed by a Certificate Authority that is currently 
in Rightside’s root certificate store. Rightside has the same root certificate col-
lection published by other registries. 

Registrars are allowed a total of ten connections in the OT&E environment. Addi-
tional connections will be considered on a case-by-case basis. Connections are 
expected to be persistent and held open for as long as possible, to a maximum of 
24 hours. Connection timeout is set to ten minutes, a single EPP command must 
be sent at least once every eight or nine minutes to maintain the connection. If this 
timeout prevention action is not taken, or if the 24-hour maximum limit is 
exceeded, the connection is terminated. 

To find URL of the EPP server, See "Important Service Information" on page 2
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Our Customer Service team is ready to assist you should you ever find you need 
help with our products or services. The various methods for contacting the team 
are listed below.

 l Email:
 registrartechsupport@rightside.co

 l Website:
 http://www.rightside.co

Telephones:

 l Germany:
 0049 8007 238443

 l United Kingdom:
 0800 0124515

 l United States:
 001 888 683 6562

 l Other Regions:
 00353 1 901 2100

 l FAX:
 00353 1 901 2199

 

7.1 Authentication Process
Below is a copy of the communication sent out to all registrars regarding the 
authentication process used when you contact Customer Support.

 

To: <All Rightside Registrars>

Subject: Notice to registrars regarding new process when contacting Customer 
Support

Body:
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Dear Registrar,

We would like to advise you of our authentication process.  To further enhance the 
security of your registrar account, when contacting Customer Support with ques-
tions specific to your account, going forward we must request that you follow the 
process outlined below:

Please check the Production Account Questionnaire you completed, or login to 
your account via the Web Admin to verify your Security Passphrase prior to con-
tacting Customer Support. Registrars will be asked to supply their Security Pass-
phrase for each new query via:

 l EMAIL:
 l If there multiple emails exchanged between Registrar and Customer 

Support related to the same query, Registrar will only provide the pass-
phrase on 1st contact

 l TELEPHONE:
 l Registrar will have to provide username and passphrase for every tele-

phone contact

As a reminder, Customer Support WILL NEVER request your registrar account 
password.

Please feel free to contact us if you need more information in relation to this pro-
cess.

Regards,

––––––––––––––––––––––––––––––

Customer Support Team

One Clarendon Row, Dublin 2, Ireland
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